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An attack on the data is conditional on the 

context in which it will be shared and used. 

This is simplified as context times data is 

equal to a measure of identifiability. A 

threshold is used on the measure of 

identifiability to determine how safe it is.

To meet appropriate safety thresholds, 

changes can be made to the context in which 

data is shared and used, and in the data that 

is included. This means improving privacy 

and security controls where the data will be 

used, and minimizing what data is provided.

The goal is to produce useful data while 

protecting the privacy of people. 

Understanding the features of the data and 

how they may be exploited is used to 

evaluate potential vulnerabilities. Example: 

data and attribute types, dataset properties.

Potential attacks and metrics are used for 

attack modeling specific to threats from the 

context of data sharing and use. There can 

be people targeted in the data or data that 

will be used to identify targets. Technical 

privacy models will quantify identifiability.

The context in which data is shared and used 

will influence the chance of a vulnerability 

being exploited. For this we need an 

assessment of privacy and security controls, 

as well as motives, involving checklists or 

reviews of where the data will be used.

Being transparent and explaining practices to 

partners, people represented in the data, and 

the public, in language they can understand, 

will set expectations for privacy. Various 

aspects will also determine potential impact 

of disclosure, informing risk tolerance.

DataContext x Identifiability=
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Activities and evidence of practices needed to satisfy ISO/IEC 27559
Explaining the main components

De-identification governance, as a specialized 

area, differs from general data governance. 

Integrating into enterprise information 

governance can ensure consistency and 

application for all related activities.

Monitoring changes to the environment in 

which data is used, with a robust audit trail, 

provides the ability to respond in case of need. 

There is always the possibility of a major 

incident that requires immediate action.

Who is accountable for data sharing and use, 

and who is responsible for de-identification 

governance, will depend on the division of 

activities between the custodian and the 

activities of de-identification.

https://privacy-analytics.com/resources/articles/anonymization-at-scale-from-dataset-to-pipeline/
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With Privacy Analytics, you get proven technology and expertise to enable timely, 

usable data that can be safely linked and put to work – in compliance with global 

regulations – and backed by auditable proof.

GDPR

HIPAA

CCPA

100s of other privacy and

data protection laws

worldwide

100s of clients served over 

17 years in business

info@privacy-analytics.com

Request a free, 

strategic consultation

About Privacy Analytics


	Slide 1
	Slide 2
	Slide 3

